Appendix B
Further Clarification: Associated Risk & Harms

Unauthorized access to or release of institutional data can cause harm to the College, members of the campus community, and external partners. The examples below illustrate the types of harm that may result if data is not properly protected.
These examples are illustrative and not exhaustive.
1. Operational Harm
Operational harm occurs when an incident disrupts the College’s ability to carry out normal functions.
Examples include:
· Disruption of campus systems or services (e.g., IT systems compromised or unavailable)
· Interruption of teaching, research, or administrative operations
· Loss or corruption of institutional data
· Increased cybersecurity exposure (e.g., leaked credentials enabling additional attacks)
· Misuse or manipulation of institutional information
2. Legal and Regulatory Harm
Unauthorized disclosure of certain data may violate laws, contracts, or regulatory requirements.
Examples include:
· Violations of FERPA, HIPAA, GDPR, or state privacy laws
· Failure to comply with breach notification laws
· Regulatory investigations or enforcement actions
· Civil litigation from affected individuals (students, employees, alumni)
· Contractual disputes with vendors, research sponsors, or partners
· Court-ordered compliance monitoring or corrective actions
3. Harm to Individuals/Personal Harm
Data incidents may directly affect members of the campus community.
Examples include:
· Identity theft or financial fraud using exposed personal information
· Emotional distress or anxiety resulting from exposure of personal data
· Reputational damage to an individual (e.g., release of disciplinary, medical, or personnel records)
· Harassment, stalking, or safety threats resulting from exposed contact information
· Discrimination resulting from exposure of protected characteristics
4. Reputational Harm
Public trust in the institution may be damaged if sensitive data is mishandled.
Examples include:
· Media coverage or public criticism following a data breach
· Public scrutiny after sensitive research, donor, or institutional data is leaked
· Stakeholder criticism following audits that identify poor data governance practices
· Loss of trust from students, parents, alumni, and donors
· Reduced applications, enrollment yield, or philanthropic support
5. Financial Harm
Data incidents can create significant financial costs for both the institution and affected individuals.
Examples include:
· Regulatory fines or penalties
· Legal defense costs and settlement payments

	
	
	



